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GET /v1/ip/1.1.1.1?verbose=true
Authorization: Bearer <token>

API I

"ip": "1.1.1.1",
"version": "v1",
"classification": {
"connection_type": "datacenter",
"is_residential": false,
"is_hosting": false,
"is_mobile": false,
"is_datacentexr": true,
"type_confidence": 96
bo
"trust": {
"score": 54,
"residential_probability": 0.01,
"confidence": 92,
"decision": "review",
"decision_code": "REVIEW_INFRASTRUCTURE_IP",
"summary_code": "SUMMARY_PUBLIC_RESOLVER_NON_RESIDENTIAL",
"summary": "This IP is public DNS and Anycast infrastructure. It is not a normal residential
user endpoint."
o
"risks": [
{
"code": "public_resolver",
"i18n_key": "risk.public_resolver",
"severity": "medium"

"code": "anycast_infrastructure",
"i18n_key": "risk.anycast_infrastructure",
"severity": "medium"

"code": "non_residential",
"i18n_key": "risk.non_residential",
"severity": "medium"
}
1,
"network": {
"asn": 13335,
"asn_name": "Cloudflare",
"as_type": "content_network",
"prefix": "1.1.1.0/24",
"is_anycast": true,
"rpki_status": "valid"
}
"evidence": [
{
"code": "known_public_resolver",
"i18n_key": "evidence.known_public_resolver",
"category": "network",
"impact": "negative",
"weight": 0.7,
"message": "The IP is a known public DNS resolver and is not expected to be an end-user
residential address."
o
{




"code": "anycast_infrastructure",

"i18n_key": "evidence.anycast_infrastructure",

"category": "network",

"impact": "negative",

"weight": 0.6,

"message": "The IP is served through Anycast infrastructure."

"code": "no_public_abuse_hit",
"i18n_key": "evidence.no_public_abuse_hit",
"category": "reputation",
"impact": "positive",
"weight": 0.2,
"message": "No public abuse-feed hit was found in the current snapshot."
}
e
"recommended_action": {
"login": "challenge",
"signup": "challenge",
"payment": "review",
"content_access": "allow_with_low_residential_confidence"

A2 : Tor HOT R
& PEK

GET /v1/ip/185.220.101.1?verbose=true
Authorization: Bearer <token>

API R :

"ip": "185.220.101.1",

"version": "vi1",

"classification": {
"connection_type": "hosting",
"is_residential": false,
"is_hosting": true,

"is_mobile": false,
"is_datacentexr": true,
"type_confidence": 97
o
"trust": {
"score": 9,
"residential_probability": 0.0,
"confidence": 96,
"decision": "block",
"decision_code": "BLOCK_TOR_EXIT",
"summary_code": "SUMMARY_TOR_EXIT_HIGH_RISK",
"summary": "This IP is a Tor exit node and should be treated as high-risk anonymous traffic."
b
"risks": [
{
"code": "tor_exit",
"118n_key": "risk.tor_exit",
"severity": "critical"




"code": "anonymous_network",
"i18n_key": "risk.anonymous_network",
"severity": "high"

"code": "non_residential",
"i18n_key": "risk.non_residential",
"severity": "high"
}
115
"anonymization": {
"is_proxy": true,
"is_vpn": false,
"is_tor": true,
"provider": "Tor"
o
"network": {
"as_type": "hosting",
"is_anycast": false,
"rpki_status": "unknown"
}
"evidence": [
{
"code": "tor_exit",
"i18n_key": "evidence.tor_exit",
"category": "anonymization",
"impact": "negative",
"weight": 0.98,
"message": "The IP appears in Tor exit-node data."

"code": "anonymous_network",
"i18n_key": "evidence.anonymous_network",
"category": "network",
"impact": "negative",
"weight": 0.9,
"message": "The network role is closer to anonymous traffic relay than end-user access."
}
1o
"recommended_action": {
"login": "block_or_strong_challenge",
"signup": "block",
"payment": "block",
"content_access": "block_or_policy_review"
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GET /v1/ip/130@.12.44.2117?verbose=true
Authorization: Bearer <token>

API I

"ip": "130.12.44.211",
"version": "v1",
"classification": {




"connection_type": "unknown",
"is_residential": false,
"is_hosting": false,
"is_mobile": false,
"is_datacenter": false,
"type_confidence": 72
}
"trust": {
"score": 4,
"residential_probability": 0.0,
"confidence": 94,
"decision": "block",
"decision_code": "BLOCK_PUBLIC_BLOCKLIST_HIT",
"summary_code": "SUMMARY_PUBLIC_BLOCKLIST_HIGH_RISK",
"summary": "This IP is listed in high-risk public blocklist data and should be blocked or
escalated for security review."
bo
"risks": [
{
"code": "public_blocklist_hit",
"118n_key": "risk.public_blocklist_hit",
"severity": "critical"

"code": "high_abuse_likelihood",
"i18n_key": "risk.high_abuse_likelihood",
"severity": "critical"

"code": "non_residential",
"i18n_key": "risk.non_residential",
"severity": "high"

1,
"network": {
"as_type": "unknown",
"is_anycast": false,
"rpki_status": "unknown"
I
"evidence": [
{
"code": "public_blocklist_drop",
"118n_key": "evidence.public_blocklist_drop",
"category": "reputation",
"impact": "negative",
"weight": ©.95,
"message": "The IP or its containing netblock appears in high-risk public blocklist data."

"code": "community_abuse_feed",

"118n_key": "evidence.community_abuse_feed",

"category": "reputation",

"impact": "negative",

"weight": 0.7,

"message": "The IP also appears in community abuse intelligence."

"code": "no_residential_evidence",
"118n_key": "evidence.no_residential_evidence",
"category": "classification",
"impact": "negative",
"weight": 0.5,
"message": "No reliable evidence supports a residential-user classification."
}
1,

"recommended_action": {




"login": "block",
"signup": "block",
"block",
"block"

"payment":
"content_access":

R~ 4 : =ERFEHENEE
2 PESK

GET /v1/ip/13.32.0@.1?verbose=true

Authorization: Bearer <token>

APl gLy :

"ip": "13.32.0.1",
"yl
"classification": {

"version":
"connection_type": "datacenter",
"is_residential": false,
"is_hosting": true,
"is_mobile": false,
"is_datacenter": true,
"type_confidence": 94
bo
"trust": {
"score": 31,
"residential_probability": 0.0,
"confidence": 90,
"decision": "challenge",
"decision_code": "CHALLENGE_CLOUD_HOSTING",
"summary_code": "SUMMARY_CLOUD_HOSTING_NON_RESIDENTIAL",
"summary":
but it should not be treated as a residential user."
o
"risks": [
{
"code": "cloud_hosting",
"118n_key": "risk.cloud_hosting",
"severity": "high"

"code": "non_residential",
"i18n_key": "risk.non_residential",
"severity": "high"

"code": "automation_friendly_network",
"i18n_key": "risk.automation_friendly_network",
"severity": "medium"
}

1,

"network": {

16509,

"Amazon",

"cloud_hosting",

"asn":
"asn_name":
"as_type":
"is_anycast": false,

"rpki_status": "valid"

"This IP belongs to a public cloud provider range.

It is not necessarily malicious,




b
"evidence": [
{

"code": "cloud_provider_cidxr",
"i18n_key": "evidence.cloud_provider_cidxr",
"category": "network",
"impact": "negative",
"weight": 0.9,
"message": "The IP is contained in a public cloud provider address range."

"code": "non_residential_network",
"118n_key": "evidence.non_residential_network",
"category": "classification",
"impact": "negative",
"weight": @.85,
"message": "The network profile does not match residential broadband or mobile access."
}
1,
"recommended_action": {
"login": "challenge",
"signup": "challenge",
"payment": "review",
"content_access": "policy_based"

7~ 5 : RS R
2 PESK

GET /v1/ip/45.33.32.156?verbose=true
Authorization: Bearer <token>

API gk :

"ip": "45.33.32.156",
"version": "v1",
"classification": {
"connection_type": "hosting",
"is_residential": false,
"is_hosting": true,
"is_mobile": false,
"is_datacentexr": true,
"type_confidence": 91
¥
"trust": {
"score": 28,
"residential_probability": 0.0,
"confidence": 88,
"decision": "review",
"decision_code": "REVIEW_SERVER_EXPOSED",
"summary_code": "SUMMARY_OPEN_SERVER_PORTS",
"summary": "This IP exposes server-like services and should not be treated as a residential
user endpoint."
}
"risks": [
{

"code": "server_exposed",




"i18n_key": "risk.server_exposed",
"severity": "medium"

"code": "non_residential",
"i18n_key": "risk.non_residential",
"severity": "high"
}
1,
"active": {
"open_ports": [22, 80],
"open_proxy": false,
"tls_cert": "none",
"tcp_fingerprint": "server"
I
"evidence": [
{
"code": "open_server_ports",
"i18n_key": "evidence.open_server_ports",
"category": "active",
"impact": "negative",
"weight": 0.75,
"message": "The IP exposes server-like ports, which lowers residential probability."

"code": "tcp_fingerprint_serverlike",

"i18n_key": "evidence.tcp_fingerprint_serverlike",

"category": "active",

"impact": "negative",

"weight": .55,

"message": "The network fingerprint is closer to a server than an end-user device."
}

115
"recommended_action": {

"login": "challenge",

"signup": "challenge",
"payment": "review",
"content_access": "policy_based"

7~ 6 : It SOCKSS5 IERHAI
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GET /v1/ip/198.51.100.77?verbose=true
Authorization: Bearer <token>

API T

"ip": "198.51.100.77",

"version": "v1",

"classification": {
"connection_type": "hosting",
"is_residential": false,
"is_hosting": true,
"is_mobile": false,
"is_datacentexr": true,
"type_confidence": 96




o

"trust": {
"score": 6,

"residential_probability": 0.0,

95,

"block",

"decision_code": "BLOCK_OPEN_PROXY",

"summary_code": "SUMMARY_OPEN_SOCKS5_PROXY",

"summary": "This IP has a confirmed open SOCKS5 proxy

"confidence":
"decision":

risk proxy traffic."
b
"risks": [
{
"code": "open_proxy",
"118n_key": "risk.open_proxy",

"severity": "critical"

"code": "socks5_proxy",
"118n_key": "risk.socks5_proxy",
"severity": "critical"

"code": "non_residential",
"i18n_key": "risk.non_residential",
"severity": "high"

}
s
"active": {
"open_ports": [1080],

"open_proxy": true,

["socks5"],

"subnet_proxy_density": 0.18,

"tcp_fingerprint": "server"

"proxy_protocols":

bo
"evidence": [
{

"code": "socks5_proxy_confirmed",

"i18n_key": "evidence.socks5_proxy_confirmed",

"category": "active",
"impact": "negative",
"weight": 0.98,
"message":

"code": "open_proxy_confirmed",

"i18n_key": "evidence.open_proxy_confirmed",
"category":
"impact": "negative",
"weight": 0.95,
"message":

"active",

"code": "subnet_proxy_density",

"i18n_key": "evidence.subnet_proxy_density",
"category":
"impact": "negative",
"weight": 0.65,
"message":

}

"active",

1o
"recommended_action": {
"login": "block_or_strong_challenge",

"signup": "block",
"block",
"content_access":

"payment":
"block_or_policy_review"

service and should be treated as high-

"The IP has a confirmed open SOCKS5 proxy service."

"The proxy service was confirmed, not inferred only from an open port."

"Nearby addresses show elevated proxy density."
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